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Expect to Gain from This Training
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 Understand customers’ challenges from the scenarios and why we design 

these features

 Understand new features and how to operate them



Confidential

Overview of New Features
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Cybersecurity Management

 CLI Script Automation Button

 Device Account and Password Mgmt. 
Account Management

Enhance Efficiency

v1.4.0
Strengthen Network 

Visibility

 Device Account and Password Mgmt. 
Default Password Audit / Account Audit /   

Password Mgmt. Automation

 Rogue Device Detection 

 Rogue Device Detection 

 Product Warranty Management

 Syslog Forwarding

 OPC UA Server



MXview One v1.4.0
New Feature

CLI Script Automation 

Button

OT-Tailored Operation
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When an emergency occurs, clients hope 

there is a function to assist operators in 

quickly and effectively resolving it.

OT engineers are more used to operating 

and controlling devices with the SCADA 

button type method. 

Scenarios

SI

Customers hope that when an 

emergency occurs, the operator 

can quickly and effectively resolve 

it. 

I think this requirement can be met 

with the Run Script function, but 

currently, they need to select 

devices to apply the saved script. 

It will take time to select devices 

and may be prone to errors since 

there are many devices in the field.

OT 

Engineer

I am used to operating and 

controlling devices with the SCADA 

button type method. However, 

MXview One does not have this 

functionality, so I use the Run 

Script function to do mass 

configuration.

Since I am less familiar with scripts, 

I need to put more effort into 

learning it, and it is more prone to 

operational errors.
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Customized one-click button to execute the operations defined 

by users on multiple saved CLI scripts and corresponding 

devices



Create the Script Automation
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➢ Select scripts from 

Saved CLI Script

➢ Select the 

corresponding 

devices

➢ Configure the script 

automation name and 

description

• Saved CLI Scripts-> Script Automation

• A Script Automation is composed of multiple CLI scripts and corresponding devices



Automation Button
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• Saved CLI Scripts-> Automation Button

• Each created Script Automation will be an automation button

• The appearance will be accurately displayed in the topology

➢ Edit widget 

size

➢ Create new 

group

➢ Edit the button color, text color 

or located group



Execute the Automation Button
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• Click on the button to execute the operation

• Automation Button page can be set as the Start Page



MXview One v1.4.0
New Feature

Device Account and 

Password Management

Password Management
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Network administrator
(Moxa total solution users: buy Moxa devices and use MXview One to manage)

Manage all accounts 

of devices 
Regularly change 

passwords on each device

Provide the device 

credentials to the operator

It’s difficult to effectively 

manage all devices’ accounts. 

I need to log into device's Web 

Console to check the status. 

It is also hard to know if there 

are any suspicious accounts in 

the devices.

To comply with regulations, I 

regularly change the device 

passwords. 

However, logging into each device's 

web console to check if the default 

password is still used and to 

change the passwords individually 

is very time-consuming.

When there are issues, I need to 

provide a temporary account and 

password to maintenance person for 

troubleshooting. 

However, after the maintenance is 

completed, the passwords need to 

be changed again, causing 

management difficulties

Scenarios
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Only the MXview One authority Administrator can use it.

Device account and password management function lets 

administrators easily monitor and manage the devices accounts. 

There are also functions to help them regularly change default 

passwords.



1. Account Management
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• Device Management-> Account and Password-> Account Management

• Account Management displays an overview of all accounts of the Moxa devices

➢ Display accounts of supported 

Moxa devices

➢ Add / Delete account

➢ Edit default admin name and its password

Manage all accounts of 

devices 



2. Account Audit
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• Device Management-> Account and Password-> Account Audit

• Account Audit displays whether there are accounts change in the device

➢ Retrieve account list for 

Moxa devices and 

establish it as a baseline

Manage all accounts of 

devices 



2. Account Audit
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➢ Manual or scheduling to 

execute account audit

➢ Display the differences 

from the baseline, 

including which 

accounts have been 

added or deleted

Manage all accounts of 

devices 



3. Password Automation
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• Device Management-> Account and Password-> Password Automation

• Password Automation function can generate randomized passwords and apply them to the 

selected devices automatically and periodically.

• Password Automation Settings

。 Email receiver

➢ Select the device(s) to generate 

a randomized password for.

➢ Set the length of randomized 

password

➢ Verify the email recipient and 

enter the verification code

Regularly change passwords 

on each device

。 Managed devices 。 Random password length



3. Password Automation
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➢ Display the selected 

devices which will be 

applied with password 

automation

➢ Start Over: Reset and 

start from scratch

➢ Regenerate Password: 

Regenerate random 

passwords for selected 

devices and set 

passwords to each 

device

➢ Resend Password 

Email: Resend the 

current random 

passwords list to the 

receiver’s email address

➢ Set scheduler to 

generate and set 

random passwords 

to selected devices 

automatically

Regularly change passwords 

on each device



4. Default Password Audit
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➢ Display whether the 

devices are using 

default passwords

• Device Management-> Account and Password-> Default Password Audit

• Default Password Audit can detect whether devices are still using default account passwords

Regularly change passwords 

on each device



5. Temporary Account
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• Device Management-> Account and Password-> Temporary Account

• Temporary Accounts lets administrators create the temporary account for device.

➢ Display the info and status for temporary account

➢ Add, Edit, Delete device temporary account

Provide the device 

credentials to the operator



5. Temporary Account
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Add a device temporary account

➢ Username

➢ Password

➢ Creation Time

➢ Now 

➢ Schedule

➢ Start / End Date and Time

Provide the device 

credentials to the operator



MXview One v1.4.0
New Feature

Rogue Device Detection

Inventory Management



22

Scenario：
Hard to identify any unexpected devices being connected 

to the network in the field

Network Operator

I need to ensure the field network operates normally and 

prevent any suspicious or unexpected devices from being 

connected, which could disrupt operations. 

However, there are numerous devices in the field, making it 

difficult to identify any new connections. This poses a high risk 

of attacks or intrusions within the network.
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Detect and notify if there are devices connected to the 

network



Rogue Device Settings

24

• Inventory Management-> Rogue Device Detection -> Rogue Device Settings

➢ Create the baseline based on the devices in 

the topology

• Create Baseline and enable Rogue Device Detection • Display device list in the Baseline



Current Rogue Device
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• Inventory Management-> Rogue Device Detection -> Current Rogue Device

• When the device not in the Baseline is detected on the network, it will be displayed in 

“Current Rogue Device” list

➢ Device Information
- MAC Address

- IP Address

- First Seen

- Last Seen

- Connected 

Switch/Port

- NIC Vendor 

➢ Can add current rouge devices to Baseline list An unknown device has been detected.



Change Device Baseline- Add Device
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• Add the device to the Device Baseline

➢ Decide to add the device to the Baseline list 

when adding a device in the topology
➢ Add device to the Baseline list



Rogue Device History
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• Display rogue device history list • Download to .CSV

• Inventory Management-> Rogue Device Detection -> Rogue Device History



MXview One v1.4.0
New Feature

Product Warranty 

Management

Inventory Management
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Scenario: Know the device warranty information to 

achieve preventive maintenance

Users of Moxa devices who 

also use MXview One for 

device management

MXview One helps me manage and monitor devices in the field. 

I hope to do further inventory management in MXview One, 

allowing me to know the warranty information of Moxa devices. 

When devices in the field are nearing the end of their warranty, I 

want to be notified in advance so that I can adopt preventive 

maintenance plans (such as budgeting for equipment 

procurement).
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Display the warranty information of MOXA devices and set 

notifications to alert when the warranty of the devices is going to 

expire.



Display Moxa Devices Warranty Information
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• Inventory Management-> Assets and Warranty-> Warranty Management

➢ Retrieve devices 

warranty info from 

server

➢ Check warranty information manually

- Serial Number

- MAC Address

➢ Display devices 

warranty 

information



Set Warranty Notification
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• Inventory Management-> Assets and Warranty-> Warranty Notification

➢ Warranty Notification Configuration

- Enabled: Enable or disable notification

- Notify Before: Set how many days to 

notify before warranty expires

- Email To: Set the email address to 

receive the device list 



MXview One v1.4.0
New Feature

Syslog Forwarding

Northbound Interface
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Scenario: I hope to forward syslog to an 

independent server to achieve event analysis 

Network administrator

I hope to forward syslogs collected from different network 

management software to an independent server to achieve 

event analysis and security management.

However, if all unfiltered information is transmitted to the server, 

there will be too much information, making it hard to identify what 

is really important. Therefore, I hope to do the initial filtering in 

the network management software to define which information to 

send to the server, so that management on the server can be 

more efficient.
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Forward the device syslogs to the specific syslog server.



Syslog Server Settings
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• Event Management-> Syslog Settings-> Syslog Server Settings

• MXview One as a syslog server to receive the syslog from devices

➢ Enable Built-in Syslog Server

➢ UDP Port

➢ TCP Port 

➢ Authentication



Syslog Forwarding Settings
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• Event Management-> Syslog Settings-> Syslog Forwarding

• Forward the syslog to another server

➢ Enable Syslog Forwarding

➢ Protocol 

- UDP

- TCP

➢ Remote IP/Domain Name 

➢ Port

➢ Syslog Filter Settings



MXview One v1.4.0
New Feature

OPC UA Server

Northbound Interface
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Scenario: I hope MXview One can be an OPC 

Server to transmit device information to SCADA

Operator, SI

In industrial field, we are used to monitor devices status by 

graphical dashboards. However, currently, to transmit network 

devices information to the dashboard, we will need to prepare an 

additional OPC Server to act as an intermediary. 

Since MXview One can obtain network device information 

through SNMP, I hope MXview One can also be configured to 

act as an OPC Server (OPC UA Server) to help transmit device 

information to a SCADA (client-side) for data display.
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MXview One can act as an SNMP OPC UA server, transmit the 

information to the OPC client 



OPC UA Server Settings
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• Integration-> OPC UA Server-> Server Settings

➢ Configure the OPC UA Server

- IP/ Domain Name

- Port 

- Authentication Mode

(The way that OPC client makes 

the connection to OPC server )

- Security Mode

(Encrypt when transmit the data)



OPC Tags
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➢ Add  OPC tag
- Status 

- Device Property

- Tag Name

- Registered Devices 

• Integration-> OPC UA Server-> OPC Tags
➢ Device Property
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Appendix

43
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Support Model List 

44

Function Supported Devices

CLI Script Automation Button List of supported models in MXview One

Device Account and Password 

Management 

• eCos Switch 【Exclude SDS Series (SDS-3008, SDS-3016, SDS-G3000), EDS A Series】
• MX-NOS Switch

• Router Series 【EDR, OnCell-G4302, TN-4908, TN-4916】
• AWK Series【AWK-3252A,AWK-3262A,AWK-4252A,AWK-4262A,AWK-1151C,AWK-

1161A, AWK-1161C, AWK-1165A,AWK-1165C】
• PT-G503

Product Warranty List of supported models in MXview One

Rogue Device Detection N/A

Syslog Forwarding N/A

SNMP OPC UA Server List of supported models in MXview One (and support SNMP) 



Demo site

MXview One CM: (trymxview/ freedemo)

**for the remote access function, please use the site : Generic Demo Site

•https://trycm.mxview.io/#/login

MXview One: (trymxview/ freedemo)

•https://tryone.mxview.io/

Wireless: (trymxview/ freedemo)

•https://trywireless.mxview.io/

Power: (trymxview/ freedemo)

•https://trypower.mxview.io/
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https://trycm.mxview.io/#/login
https://tryone.mxview.io/
https://trywireless.mxview.io/
https://trypower.mxview.io/
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